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...SPECIFICATION URL) or other network information identifier transmitted 



search for 09/855,062 



Page 2<12/08/03>Page 2 

in a closed caption portion of a television signal; 

FIG. 2 is a flow diagram illustrating a URL detection and 
display process in accordance with the invention; 

FIG. 3 illustrates an embodiment of... 

...top box is used to display web content on a television display based on 
a URL or other network information identifier extracted from 
a television signal; and 

FIG. 4 illustrates an embodiment of the invention in which a computer 
is used to display web content based on a URL or other network 
information identifier extracted from a television signal. 

Detailed Description of the Invention 

The invention will be described below in conjunction with a... should be 
understood to include any source of information which can be specified by 
a URL or other type of network information identifier. The 
term "television signal" as used herein is intended to include 
analog video signals in accordance with NTSC, PAL. . . 
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. .ABSTRACT broadcast stream by invoking a command which is defined 
according to a uniform resource locator (URL) format. Table mapping 
data is carried in the broadcast signal and provides a broadcast 
address corresponding to the URL of the user request signal 
for use in identifying a location in the broadcast signal from which the 
desired information can be retrieved. The broadcast address may provide 
information regarding a frequency, packet identifier, satellite, 
transponder, cryptographic scheme, modulation scheme, data rate, error 
correction scheme, page number or other. . . 

..SPECIFICATION table in accordance with the present invention. The first 
column of the table shows a URL of HTML data which is carried in a 
broadcast signal, and the second column shows the corresponding 
broadcast address. 

When the programming services, HTML data... 
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View, CA 94042-0130, US 
Patent and Priority Information (Country, Number, Date) : 
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Patent and Priority Information (Country, Number, Date) : 

Patent: . . .20010201 

Fulltext Availability: 

Claims 

Claim 

... smart card in use and thus helps to simulate a physical smart card. 
Preferably, an identifier such as a user name, password or some 
combination is used as an index into. . . 

...generation of signatures SI, S2, and S3 during a load. Load key version 
is an identifier identifying which version of a key shall be used 
for the generation or verification of... 

...a particular virtual smart card. This identification number is also 
known as an OPAL card identifier- Preferably, each BIN, or card 
range, has a single maximum balance and currency for all... card database 
270. Preferably, module 262 provides a login procedure that requires a 
secret user identifier and password from each user. A combination 
of this user identifier and password is then used as an index into 
card database 270 to identify the... 

...smart card for that user. User verification module 262 may also include 
the OPAL card identifier (BIN and lEP number) for the user, the 
funding account and its expiration date, and. . . 

...the OPAL server. The user accesses OPAL server 260 over the Internet 
using an OPAL sign-on URL to access user verification module 
262. ...is presented to the user which requests that the user enter his 
or her user identifier, a funding account number, the CW2 (card 
verification value), expiration date of that account, billing... 

...of a card used internationally for fraud deterrence.) Preferably, the 
first time the user 
20 

identifier is entered it is in the clear, however, when the 
identifier is entered by the user subsequently for a transaction it 
appears masked on the screen... 

...user receives the electronic mail and begins the setup process by 
logging on to the URL of OPAL server 260 and entering his or her 
user identifier and one-time password for checking by user 
verification module 262. Once these are verified... 

...user-selected password. User verification module 262 then assigns a 
unique identification number ("OPAL card identifier") to the user. 
During this session or at a later time, the user loads value. . . 

...the user chooses the virtual card, the user is prompted for his or her 
user identifier (which preferably is masked on screen) and password 
which is verified by OPAL server 260 ... currency being used; the port and 
IP address of the payment server; a unique transaction identifier 
used by both the payment server and the merchant server to track a 
transaction; and a unique merchant identifier assigned to the 
merchant by the acquirer and known to the payment server. Other 
information may also be included such as the currency *s exponent, a 
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status XJRL address of the merchant server used for communication 
from the client terminal, and a merchant... 

.by the merchant and requests that the user authorize the amount by 

entering their user identifier (which preferably is masked on 

screen) and password. Once entered, client terminal module 290 routes the 

purchase request 307 (including purchase parameters from the merchant 

server, user identifier and password) to OPAL server 260. OPAL 

server 260 then validates the user identifier and password with 

user verification module 262. 

23 

In step 608 client code module 224... data base 270 will be debited (i.e., 
which virtual card) ; for example, the user identifier or password 
may be included. Next, emulator 266 parses the incoming command and does 
a . . . 

-may include a variety of information including a draw request token, 
state information, the merchant identifier, the transaction 
identifier/ security information, a purse provider identifier 
, an intersector electronic purse (lEP) identifier/ an algorithm 
used by the card, an expiry date, the balance of the card, a... 
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COMMERCIALES 
Patent Applicant/ Inventor : 
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Legal Representative: 
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Patent and Priority Information (Country, Number, Date) : 
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EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS 
LT LU LV MA MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM 
TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 8503 

Patent and Priority Information (Country, Number, Date) : 
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Fulltext Availability: 
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Claims 

Claim 

ABC * odvantage . net 
PORTAL 
/6R 

"ABC" SELLS AND 
DISTRIBUTES A2k SYSTEMS 
A2k UNITS CONTAIN 
"UNIQUE" IDENTIFIER 
MFR UTILIZES ID TO 
DIRECT USER TO 
"ABCO 

advan tage. n et 

"ABC" CREATES DIRECTED... 

. . .ORDER FOR A2k UNITS 
TAKEN FROM ABC 
"DAT AO: 

DATA ENTERED INTO SERIAL NUMBER 
MFR DATABASE URL OF MFR 
USER NAME 
PASSWORD 

TOLL FREE PHONE NUMBER 

SERIAL NUMBER LINKED A2k UNIT SHIPPED. . .WEB SERVER 

MFR SERVER STRIPS SERIAL THE BROWSER OF THE A2k UNIT APPENDS 

NUMBER FROM URL SERIAL NUMBER TO REGISTRATION URL 

AND SENDS TO MFR SERVER 

MFR SERVER PRESENTS SIGN-UP PAGE wCUSTOMER DATA*: 
TO COLLECT "CUSTOMER DATA* FIRST NAME 
LAST NAME 
ADDRESS 

ON COMPLETING. . . 
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APPARATUS AND METHOD FOR TRUSTED NETWORK SECURITY 
APPAREIL ET PROCEDE DE SECURISATION DE RESEAU DE CONFIANCE 
Patent Applicant/Assignee: 

SUN MICROSYSTEMS INC, 
Inventor (s ) : 

ALEGRE Alfred A, 

SHA Rong Q, 
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Patent and Priority Information (Country, Number, Date) : 
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Priority Application: US 9860480 19980415 
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LU LV MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT 
UA UG UZ VN YU ZA ZW GH GM KE LS MW SD SL SZ UG ZW AM AZ BY KG KZ MD RU 
TJ TM AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE BF BJ CF CG 
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Publication Language: English 
Fulltext Word Count: 6424 

Patent and Priority Information (Country, Niimber, Date) : 

Patent: . . .19991021 

Fulltext Availability: 

Detailed Description 

Detailed Description 

... of ways. For example, the packet may be created by merely 
concatenating a web server identifier, speaker object 
identifier, or other identifier, to the session key and 
URL request received from the user. Alternatively, speaker object 
514 may sign the packet by encrypting it with the private key. The 
private key could be pre. . . 
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A MECHANISM FOR RETRIEVING INFORMATION USING DATA ENCODED ON AN OBJECT 
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OBJET 

Patent Applicant/Assignee: 
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Fulltext Availability: 

Detailed Description 

Detailed Description ^ 
... in 

with customer specific data from customer data record 108. 

An example of expanded form URL 230 that has embedded 
query fields is illustrated in Fig. 2. Processing program 
110 fills. . . 

...240. As shown in the example, the ??LANGUAGE?? 

keyword has been replaced with the field identifier and 
field value "LANGUAGE=Spanish" . The field values come from 
customer data record 108, which. . . 

... it out . In a 
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similar manner, the ??CNAME?? keyword has been replaced with 
the field identifier and field value "CNAME=Smith, +Johnf f , 
the value also coming from customer data record 108... 

.in a manner consistent with the 

industry custom of replacing a blank with a plus-sign 
("+") in URL strings. 

Finally the ??CAGE?? keyword is replaced with the field 
identifier and field value OCAGE. . . 
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